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Software  curation  –  why?
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 Games
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 What About Executable Content?
 Application-specific contentGames
 WordPerfect 1.0 doc Can you read it today? 100 years from now?
 Original Wang doc Can you read it today? 100 years from now?
 Simulation model Can you re-run old
 model with new data?
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Useful   knowledge
 Sharable   knowledge
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• We have spent 20 years converting material to digital form, establishing standards and protocols, and looking after it
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We also have a track-record in curating born-digital content
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And some of us are making progress with social media products
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• The rapid development in computing technology and the Internet have opened up new applications for the basic sources of research — the base material of research data — which has given a major impetus to scientific work in recent years.
 • Access to research data increases the returns from public investment in this area; reinforces open scientific inquiry; encourages diversity of studies and opinion; promotes new areas of work and enables the exploration of topics not envisioned by the initial investigators.
 • The value of data lies in their use. Full and open access to scientific data should be adopted as the international norm for the exchange of scientific data derived from publicly funded research.
 What about the products of research?
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The data may still be discoverable and accessible - but executable?
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Data come in different forms, shapes and sizes
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Opera5ng   System   Usage   Over   Time
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 Why?  –  Software  dependent  content
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Old  software  is  required  to  authentically  render  old  content
 Original   content   in   original   software   (WordPerfect   in   Windows   95)
 Original   content   in   newer   software   (LibreOffice   Writer   in   Windows   
 Vista)
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Research  results  are  at  risk  of  loss  without  original  software
 Original   content   in   original   software      (WordStar   for   DOS   in   Microsoft   DOS)   
 [NB:    equation    predicting    tree    growth    rates    includes   exponents   documented   using   upper   line   of   text]
 Original   content   in   newer   software      (LibreOffice   Writer   in   Windows   Vista)   
 [NB:   equation   layout   and   meaning   changed]
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Why?  –  Software  dependent  content
 • We   need   to   curate   and   preserve   operating   systems   to   support   access   to   assets   that   depend   on   them   
 • We   need   to   curate   and   preserve   software   applications   to   support   access   to   content   that   depends   on   them   
 • We   need   to   create   and   preserve   fonts,   scripts,   plug-‐ins   and   other   dependencies   to   support   access   to   content   that   requires   them   
 • We   need   to   preserve   whole   desktop   environments   (e.g.   Salmon   Rushdie’s   desktop   at   Emory   university)   to   support   access   to   the   experience   of   interacting   with   it   
 • We   need   to   curate   and   preserve   pre-‐configured   disk   images   with   software   already   installed   on   them   –   for   running   on   emulated   hardware
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Software  Curation  –  How?
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How?  –  Emulation/Virtualization  
 • An   emulation   software   package   (“emulator”)   is   used   to   create   a   virtual   version   of   one   computer   within   another   computer   that   has   different   hardware   
 • Old   software   can   be   run   on   the   “emulated”   computer   hardware   just   like   it   was   running   on   the   original   physical   computer.      
 • Many   emulators   were   originally   developed   to   run   old   video   games
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How?  –  Emulation/Virtualization  
 • Emulation   is   often   used   to   support   old   hardware   devices   that   require   obsolete   software   
 (e.g.   assembly   line   management   software,   scientific   instruments,   industrial   machinery,   etc)   
 • Emulation   is   widely   used   by   mobile   phone   application   developers   to   develop   software   for   phone-‐hardware   using   desktop-‐PC   hardware      
 (i.e.   phone   hardware   is   emulated   on   desktop   pcs   to   build   phone-‐compatible   applications)   
 • Virtualization   =   emulation   but   with   compatible   hardware   (some   of   the   host   machine’s   hardware   is   used   directly   by   the   “virtualized”   computer)   Virtualization   bridges   the   gap   between   departure   of   recently   obsolete   hardware   and   the   arrival   of   hardware   powerful   enough   to   emulate   it

Page 39
						
						

How?  -‐  Documentation• We   need   unique,   persistent   identifiers   for   software   • We   need   software   catalogues   
 • We   need   unique,   persistent   identifiers   for   disk   images   (installed   environments/virtual   hard   drives)   
 • We   need   disk   image/virtual   hard   drive   catalogues   
 • We   need   unique,   persistent   identifiers   for   emulated/virtualized   hardware   configurations   
 • We   need   hardware   configuration   catalogues
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How?  -‐  Documentation
 • We   need   unique,   persistent   identifiers   for   software   • We   need   software   catalogues   
 • We   need   unique,   persistent   identifiers   for   disk   images   (installed   environments/virtual   hard   drives)   
 • We   need   disk   image/virtual   hard   drive   catalogues   
 • We   need   unique,   persistent   identifiers   for   emulated/virtualized   hardware   configurations   
 • We   need   hardware   configuration   catalogues
 *Mostly,   the   internet   archive   is   doing   great   work,   as   are   NIST   and   
 PRONOM
 We   don’t   have   these   (yet!)*
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How?  –  Configuring  emulated  hardware• Admins   configure   an   emulator      
 • Admins   install   and/or   configure   the   emulated   software      
 • Requires   various   emulator   specific,   technically   challenging   tools
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How?  –  accessing  emulated  environments  at  libraries  and  archives  • Users   access   emulated   environments   via   dedicated   machines      
 • Use   dedicated   software   • At   libraries   and   archives   this   is   mostly   restricted   to   reading   rooms
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How?  –  This  is  too  hard!  
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Emulation  as  a  Service
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Emulation  as  a  Service  –What  is  it?✓ Remote   access   to   pre-‐configured   emulated   and   virtualized   environments   via   any   modern   
 web   browser   
 ✓ Abstracts   configuration   challenges   away   from   end-‐users   
 ✓ Changes   to   environments   can   be   saved   or   discarded   at   the   end   of   a   session   (a   fresh/unchanged   version   is   always   available)   
 ✓ Interactivity   can   be   restricted   where   appropriate   (e.g.   limited   ability   to   download   or   copy   content   to   local   computer)   
 ✓ Relatively   simple   way   to   provide   custom   online   environments   (virtual   reading   rooms?)
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EaaS  –  Background  • bwFLA   project   from   University   of   Freiburg   in   Germany   (http://bw-‐fla.uni-‐freiburg.de)   
 • Personally   collaborated   with   bwFLA   at   Freiburg   while   at   Archives   New   Zealand   • Now   at   Yale   University   Library   and   brought   collaboration   along   
 • Yale   University   Library   have   only   installation   outside   of   Germany   • Testing   and   providing   requirements   for   ongoing   development   • Planning   to   implement   into   a   production   ready   environment   next   financial   year
 http://bw-fla.uni-freiburg.de/
 http://bw-fla.uni-freiburg.de/
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Emulation  as  a  Service  (EaaS)–  Why?• A   lot   of   old   digital   content   can   only   be   properly   accessed   using   emulation   tools   
 • Emulation   is   technically   specialized   
 • Old   software   can   be   challenging   for   modern   users   to   understand   
 • Modern   users   don’t   expect   to   have   to   come   into   a   reading   room   to   access   digital   content   
 • Maintain   control   over   content:   users   can’t   copy   data   in   or   out   unless   authorized   (screenshots   are   inevitably   excluded)
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Emulation  as  a  Service  (EaaS)–  Why?• Strong   separation   between   environments,   objects   and   emulators/configurations   
 • Emulation   can   be   provided   remotely   (outsourced)   with   disk   image   archives   and/or   content   maintained   locally)   
 • Small   derivative   environments   can   be   created   from   base-‐environments   –saving   space   
 • Standard   environments   can   be   reused   and   customized   
 • Provides   ability   to   cite   environments

Page 49
						
						

EaaS  usage  Examples• Puppet   Motel   
 • Hebrew   Texts   
 • Companies   Data   
 • See:   http://blogs.loc.gov/digitalpreservation/2014/08/emulation-‐as-‐a-‐service-‐eaas-‐at-‐yale-‐university-‐library/
 http://blogs.loc.gov/digitalpreservation/2014/08/emulation-as-a-service-eaas-at-yale-university-library/
 http://blogs.loc.gov/digitalpreservation/2014/08/emulation-as-a-service-eaas-at-yale-university-library/
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EaaS  –  How  it  works   Architecture  and  design
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EaaS  –  How  it  works   (For  Technical  Administrators)
 • Admins   configure   an   emulator   on   local   PC   
 • Admins   configure   the   emulated   software   on   a   local   PC   
 • Configured   environment   gets   saved   as   a   “disk   image”   with   configuration   metadata
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• Admins   confirm   the   software   environment   stored   on   the   disk   image   works   on   local   PC   
 • Admins/Archivists/Librarians   ingest   it   into   the   EaaS   service:
 EaaS  –  How  it  works   (For  Technical  Administrators)
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EaaS  –  How  it  works(For  Librarians/Archivists)
 • Pre-‐configured   software   environments   (e.g.   a   Windows   95   +   Office   95   environment)   can   have   files   added   to   them   and   be   saved   as   a   variant   or   as   a   stand-‐alone   new   environment   
 • Only   difference   (delta)   between   base-‐environments   and   customized   environment   retained   –   saving   space   by   not   duplicating   virtual   hard   drive   content
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• CD-‐ROMs   and   other   software      can   be   ingested,   installed/configured   on   top   of   a   base   environment,   and   tested   using   an   online   interface   
 • Newly   customized   environment   can   be   stored   for   future   use   and   further   customization
 EaaS  –  How  it  works(For  Librarians/Archivists)

Page 55
						
						

• Librarians/Archivists   can   also   ingest   disk   images   captured   from   machines   they   have   acquired   (e.g.   authors’/politicians’   desktops)
 EaaS  –  How  it  works(For  Librarians/Archivists)
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EaaS  –  How  it  works(For  end-‐users)
 • Users   can   click   on   links   in   a   catalogue/finding   aid   to   access   environments/content
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EaaS  –  How  it  works(For  developers  and  system  integrators)
 • Provides   generic   access   to   functionality   of   many   emulators   and   virtualization   tools   vi   a   WebService   and   REST   API   
 • Emulation   functionality   can   be   incorporated   into   existing   workflows   
 • Emulated   (or   virtualized)   environments   can   be   embedded   into   web   pages   for   online   access   and   online   exhibitions   
 • Emulated   environment   citations,   thumbnails,   and   URIs/URLs   enable   easy   integration   with   existing   catalogues   and   finding   aids   
 • One-‐click   “image-‐disk-‐and-‐emulate”   workflows   being   developed   (collaborating   with   digital   forensics   initiatives)
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EaaS  Demo
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Thank  you    -‐-‐-‐  (Semi-‐)Public  Demo  https://demo.bw-fla.uni-freiburg.de
 Username: bwfla
 Password: demo
 https://demo.bw-fla.uni-freiburg.de/
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Olive  Demo
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April 1, 2015 61
 Execution Fidelity
 Ability to precisely reproduce execution
 Many moving parts• hardware• operating system• dynamically linked libraries• configuration parameters• language settings• time zone settings• …
 Very difficult to achieve and then maintain
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Transform into a Scaling Problem
 Pack up and carry the entire environment with you(including the OS)
 Transitive closure of everything you needCentral idea of a (hardware) virtual machine (VM)
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But VMs are Huge!
 10 GB VM • @ 100 Mbps → at least 800 seconds (13 minutes)
 download• @ 10 Mbps → at least 8000 seconds (over two hours)
 downloadNo one will wait that long to look at something briefly!How do we achieve quick launch?
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I nte rne t
 Video Streaming
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VM Streaming Not So Easy
 Access to VM image is not linearReference pattern depends on many runtime factors• data dependencies• human interaction• spatial and temporal locality (program behavior)
 Borrow an old idea from operating systems• demand paging• intercept missing VM pieces and fetch over Internet• prefetching can mask stalls due to demand misses
 (if hints are good)
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Olive Implementation
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Client Structure
 1. Today’s Hardware (x86)
 3. VMNetX (demand paging and prefetching of VM state)
 4. Virtual Machine Monitor (KVM/QEMU)
 gues
 t env
 ironm
 ent
 2. Operating System (Linux) (host OS)
 5. Hardware emulator (e.g. Basilisk II) (not needed if old hardware was x86)
 6. Old Operating System (guest OS) (e.g., Windows 3.1)
 7. Old Application (e.g., Great American History Machine)
 8. Data file, Script, Simulation Model, etc. (e.g. Excel spreadsheet)
 host
 env
 ironm
 ent
 Virtual Machine(streamed over the Internet from Olive archive)
 eg Laptop/LinuxOlive caching
 Virtualize host hardware
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Linux
 Olive Implementation
 VMNetXclient
 FUSE
 VM Image file
 pristine cache
 modified cache
 to Olive servervia standard HTTP range
 requests
 Gue
 st O
 S
 KVM / QEMU
 VMM
 Gue
 st A
 pp
 Unmodified Web Server
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https://youtu.be/J32NFUIC4m4
 https://youtu.be/J32NFUIC4m4
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Looking Ahead

Page 71
						
						

Many Technical ChallengesScaling and performance issues
 • VMs keep getting bigger, networks are never fast enough• clever prefetching techniques
 Precise emulation of hardware• even x86 extended memory modes not quite right in QEMU
 (can’t boot Windows 95 in KVM/QEMU)
 • exotic hardware platforms• host compatibility (e.g. CPU flags in x86) vs performance• hardware performance accelerators (e.g. GPUs)
 Multi-VM ensembles (e.g. HPC environments)
 Tools for easy building of VMs (physical to virtual?)
 Archiving entire cloud services… many others …
 We are a long way from being “done”!
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Closing ThoughtsArchiving static content transformed human history
 Archiving executable content will be equally transformative
 Strong interest from university libraries, philanthropic foundations (e.g. Sloan, Mellon), and national institutions (e.g. National Archives, Library of Congress) to create a public good:
 Olive reference library for the nation and the world
 Library of Alexandria
 I wonder what Isaac’s model would say about this new data?
 reaching back in timeIsaac’s archived VM image
 Potential to Transform Scholarship
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More information
 https://olivearchive.org/
 https://olivearchive.org/
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