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Let’s Talk About Cyber Security
 A guided PowerPoint lessonFor Presentation at Mayfield
 Intermediate

Page 2
						

What is Cyber Security?
 Cyber Security is sometimes called “Information Security” and can be defined as:
 …the protection of information against unauthorized disclosure, transfer, modification, or destruction, whether accidental or intentional.
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What is Cyber Security?
 …the protection of information against unauthorized disclosure, transfer, modification, or destruction, whether accidental or intentional
 Let’s break it down – “unauthorized” means without permission;“disclosure” means reveal or uncover “transfer” is to move; “modification” is change;
 And you can figure out the rest!
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What Do We Protect Against?
 There are many security risks involved in using the Internet. For purposes of today’s investigation we’re talking about Malware.
 Malware (short for Malicious Software) is any software program that is designed to damage or disrupt a computer system.
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Malicious Code
 Malware can attach to e-mail and carry out programming that causes computer problems. Today we’re going to go over a type of malware called “Malicious Code”.
 Malicious code is computer program code that is written with the intent to harm, destroy, or annoy.
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What types of malicious code are you familiar with?
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Viruses
 A computer virus is a computer program that can copy itself and infect a computer without permission or knowledge of the user.
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Worms
 Worms are also malicious code. Worms work through networks.
 They travel through shared files and programs and can bring down an entire system.
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Trojan Horses
 Trojan horses are another type of malicious code.
 These are programs that claim to do one thing but actually do another when downloaded. For example, you download a game but the program wipes out your hard drive.
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Spyware
 This is a program that runs in the background to monitor your computer activities.
 Spyware is frequently downloaded without the user knowing it – spyware can monitor web browsing and cause pop-ups.
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So how do you know if yourcomputer has a virus?
 Brainstorm:
 What are some signs that your computer may have a virus or other security threat caused by malware?
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Figuring it Out –
 Does the computer:
 • run more slowly than normal?
 • lock up or stop responding?
 • have unexpected crashes?
 • restart on its own and then run improperly?
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Have you noticed…
 • computer applications don’t work well?
 • the disk drives are inaccessible?
 • you can’t print things correctly?
 • you get lots of error messages?
 • you see distorted pages?
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So you think you have a problem?
 Just how did your computer get infected with that malicious code in the first place?
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Spreading Malicious Code
 Stop and think about it –
 Any computer user can spread damaging malicious code without knowing it.
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Spreading Malicious Code
 An infected computer is a computer that has not been protected. An unprotected computer is vulnerable to:
 • Unsafe Downloads – Downloadable material that is infected with a computer virus can arrive in an e-mail or can be obtained directly through Web site downloads.

Page 17
						

Spreading Malicious Code
 An infected computer is a computer that has not been protected. An unprotected computer is vulnerable to:
 • Irresponsible Message Forwarding – Viruses and worms often appear in messages that tell you to “Forward this message to all of your friends.”
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Spreading Malicious Code
 Once a user has helped a computer virus by downloading it, it can take on a life of
 its own!
 • Computer worms can replicate and send themselves automatically to other computers by controlling other software programs on the computer, such as an e-mail sharing application.
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Spreading Malicious Code
 • Some viruses can forge e-mail addresses! Beware of messages warning that you sent an e-mail that contained a virus. This may not mean you have a virus, but it can indicate that the virus has listed your e-mail address as the sender of e-mail that is spreading a virus.
 • Trojan horses appear to be good programs. Once downloaded, they quietly damage the computer or other networked computers at the same time.
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Avoiding Malicious Code
 There are FOUR important steps to keeping your computer secure!
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Step 1: Use an Internet firewall
 Make sure your computer is protected by a firewall. You can find software-based firewalls by searching online.
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Step 2: Update your operating system regularly
 Set your operating system to automatically update when updates are available. Malicious Code can exploit an out-of-date operating system and crash the whole system!
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Step 3: Use antivirus software and update it regularly
 Make sure to use antivirus software at all times.
 Remember though –
 software is no good if it is out of date – keep it up to date by ensuring it is set to automatically update.
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Step 4: Use anti-spyware software and update it regularly
 An anti-spyware program can ensure you don’t have programs operating without your knowledge.
 Make sure to regularly run it and keep it up to date.
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Other Security Tips
 • Never open an e-mail attachment from someone you don’t know.
 • Do not open an e-mail attachment from someone you know unless you know exactly what it is.
 • Remember: The sender may not know that it contains a virus.
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Cyber Security at School
 AUP stands for Acceptable Use Policy, and it means just what the name implies – a policy that describes acceptable uses of technology equipment and “infrastructure” (like the Internet or a network).
 AUPs are used at school to help keep students safe and secure, and to help protect valuable equipment.
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Acceptable Use Policies
 An AUP is used to educate students, teachers, and parents about what is acceptable when it comes to using school computers.
 It usually details privileges of use, rules, and consequences for abuse.
 Have you signed one?
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Why should a school have an AUP in place?
 Talk About It
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Why do students, parents, and school faculty need to be educated on the AUP?
 Talk About It
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What are your ideas on what should be covered in an AUP?
 Talk About It
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Cyber Security at HomeBeyond e-mail: peer-to-peer networking and cyber security concerns
 Most P2P programs automatically install spyware on your computer as part of the installation process. These spyware programs can range from a simple nuisance to a true invasion of privacy.
 Note: Learn more about P2P in i-SAFE Intellectual Property Units
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Cyber Security at Home
 Additionally, when you download or exchange files you can also be passing around malicious code such as viruses, worms, and Trojans horses!
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That’s a Lot of Information
 Just remember –
 Be a Good Cyber Citizen!
 When you are online, think about whether you are being safe and secure.
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Enrichment Activity
 Take what you have learned one step further by completing the enrichment goal for this lesson. Ask your teacher for the details and reference pages for your activity.
 Visit the X-BLOCK at www.isafe.org/ for additional information and resources.
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